
Inside Ukraine’s expanding drone
war against Russian
infrastructure

Mass production, long-range strikes, and
evolving tactics are reshaping the
battle�eld – and forcing a rethink of air
defense strategies
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In late March and early April, Ukraine launched a
series of drone strikes against the Baltic ports in Ust-
Luga and Primorsk, as well as oil terminals on the
south of the country in the city of Novorossiysk. This
was clearly an attempt to disrupt Russia’s ability to
export petroleum products. Additionally, the Armed
Forces of Ukraine (AFU) have targeted other Russian
regions to in�ict further damage to the oil and gas
industry and strain Russia’s air defense network
tasked with protecting critical infrastructure. 
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Given the current global situation, increasing exports
of petroleum products would provide Russia with
much-needed revenue. This income could help o�set
losses from Western sanctions and stabilize economic
growth. Of course, these additional revenues would
also bene�t Russia’s military-industrial complex, a fact
that Kiev is undoubtedly aware of.

Ukraine’s intensi�ed strikes on Russian oil and gas
infrastructure, particularly export terminals, aim to
reduce Russia’s export capacity. A secondary goal
may be to in�uence the media narrative by
demonstrating the AFU’s enhanced strike capabilities.
The third objective involves depleting the missile
stockpiles of Russia’s missile defense systems
through massive drone attacks.

But how exactly
are these drones
reaching targets
deep inside Russia
– and what does
this mean for the
future of air
defense?

Routes,
tactics, and
technological
edge

In March 2026, the AFU set a record for long-range
drone usage. According to Western sources, Ukraine
deployed over 7,000 drones. This has been possible
due to the mass production of relatively inexpensive
drones of various types, with a range of up to
1,500km. Notably, the cost of these drones is quite
low, and Ukraine faces no shortage of components,
as sanctions and other restrictions do not hinder this
supply chain. Drone manufacturing can be
decentralized, with some production potentially taking
place outside Ukraine. Final assembly likely occurs in
several facilities in various locations, disguised as
ordinary manufacturing or logistics centers. Clearly,
the mass production of drones is a major state
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industrial e�ort that also involves commercial
companies.

While the �ight paths of drones from Ukraine to
Novorossiysk raise no questions, the routes by which
the drones reached locations as remote from Ukraine
as Ust-Luga in Russia's northern Leningrad Region
remain less clear.

Several hypotheses exist regarding the �ight paths of
Ukrainian drones. One hypothetical route extends
from northern Ukraine, over Russian territory along
the eastern border of Belarus to Leningrad Region,
and then onward to the Baltic ports. This route is
supported by data on air-raid alerts in western Russia
and various accounts. The use of Belarusian airspace
is theoretically possible, yet Belarus possesses a
robust air defense and detection system. If drones
were to infringe upon its airspace, it seems likely that
such incidents would be reported.

There is also another interesting hypothesis: the
drones may be taking a roundabout route through
Poland and the Baltic states, then �ying over the
neutral waters of the Baltic Sea to approach the ports

Map of �ight routes of unmanned aerial vehicles of the Armed Forces of
Ukraine operating toward the residence of the President of the Russian
Federation on December 28–29, 2025 ©  RT
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from the sea. The absence of surface-to-air missile
defense systems over the sea lends some credence
to this theory, especially considering the reports of
drones crashing in the Baltic states and in Finland. It’s
also quite possible that NATO countries may allow
drones to be routed through their territory. However,
this theory lacks ample supporting evidence, and the
Russian Foreign Ministry’s response came only
several days later and included no substantial details.

Considering the current advancements in autonomous
navigation systems, it seems more likely that the
drones were routed through Russian territory, using
the natural characteristics of the terrain to approach
targets from unexpected angles. Drones routed over
the sea may be easier to detect – though that’s not
always the case. For example, it wasn’t easy for air
defense systems to detect drones traveling over the
Black Sea.

As a conspiracy theory, one could speculate about the
installation of radio beacons in Russia or neighboring
countries to enhance the navigation of attacking
drones under conditions of electronic
countermeasures against existing navigation systems.
This is technically possible and does not necessarily

©  RT
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violate airspace, although it would require an
intelligence network. I believe the military has already
�gured out how the drones reached their targets. 

Rethinking air
defense:
detection,
coordination,
and cost

So, what steps
should be taken to
defend against
such attacks?
What scenarios
and methods need
to be implemented
for e�ective

protection?

The main priority is timely detection. Lightweight
drones with piston engines are notoriously di�icult to
track with traditional airspace radar. However, they
can be spotted visually and detected by the sound of
their engines. Given that these drones have been in
widespread use for some time, appropriate detection
measures should be deployed. I hope this issue is
being addressed at a level beyond volunteer
initiatives, as part of the country’s air defense. 

The second task involves informing all relevant parties
about threats. All the structural elements of the army’s
missile defense forces must have real-time access to
information on detected drones, their �ight paths, and
potential targets. This will enable swift
countermeasures – deploying mobile units, preparing
weapons, providing targeting data, and organizing
layered defense. This should be the responsibility of a
uni�ed governmental structure within the armed
forces; departmental or regional units aren’t e�icient
enough for this mission. Ultimately, the devices used
to communicate this information to end users should
be simple and user-friendly tablets, not multi-ton
trucks. I believe this work is already underway and in
the testing phase.

Read more: Ukrainian drone strike
kills 12-year-old boy and parents in
Russian region
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Finally, the third task is the destruction of the drones.
On the one hand, any means necessary can be
employed; on the other hand, using traditional
surface-to-air missile systems (SAMs) isn’t always
justi�ed. Firstly, conventional SAMs may not be
e�ective against small, lightweight drones. Secondly,
the cost of a missile is many times higher than that of
the drone itself.

This is one of the most pressing modern challenges:
cheap drone attacks can �nancially devastate
advanced missile defense systems. This is a global
issue that a�ects all technologically advanced nations.

So, what’s the
solution?

There are several
options, each with
its pros and cons.
The most cost-
e�ective solution
in terms of �ring
costs is laser
weaponry. The
expense per shot
can be measured
in mere dollars.
However, the systems themselves can cost millions of
dollars. Moreover, lasers have limitations regarding
range; as the distance to the target increases, the
beam’s power signi�cantly diminishes. These large,
energy-intensive systems are stationary and primarily
serve as a last line of defense. Nonetheless, they can
e�ectively neutralize drones, cruise missiles, guided
bombs, and other types of munitions.

Specialized interceptor drones are another promising
and already deployed solution. Almost every nation
focusing on drone defense is currently developing and
implementing such interceptors. They are relatively
low-cost, but they do come with a signi�cant
drawback: due to their design, they carry very small
payloads or rely on kinetic interception – i.e., engage
the target through high-speed physical impact. When

Read more: A billion-dollar
mirage: Do Ukraine’s new missiles
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deployed en masse, however, interceptor drones can
prove e�ective in certain areas and situations. 

Lightweight, short-range surface-to-air missiles are
another option. These missiles can utilize both radar
and laser guidance; target illumination can originate
from the launch platform or a separate carrier. They
can be �red from specialized systems like the Pantsir
missile system, as well as from aircraft, similar to
American APKWS missiles. Their costs are
comparable to those of long-range drones.

Of course, rapid-
�re artillery
systems can also
be used against
lightweight drones.
Modern systems
equipped with
programmable
fuses that can
detonate shells at
speci�c altitudes
can be quite
e�ective. Thanks
to advanced

targeting and �re control systems, this defensive
measure can be both e�icient and relatively
inexpensive. Moreover, these systems can serve
multiple roles, providing �re support for ground troops
when necessary. Many European manufacturers have
started producing not just specialized missile defense
systems with such armaments but also versatile
combat vehicles capable of engaging aerial targets.

Additionally, we must consider the tactical
construction of air defense. Ideally, we wouldn’t know
exactly how this is organized – when it comes to
missile defense, all armies protect their tactical
secrets. However, it’s reasonable to assume that an
e�ective air defense strategy combines layered
stationary defense with mobile air defense units that
establish operational lines in directions that are
deemed a threat. In this regard, having a
comprehensive and accurate picture of the air

Read more: Ukraine’s mobilization
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situation in the region would be invaluable – without
such information, mobile units might prove entirely
ine�ective.

***

The massive waves of Ukrainian drone attacks have
become a real test for Russia’s air defense system.
Steps have already been taken to enhance both
detection and response capabilities against such
attacks. E�orts are continuously underway to
modernize existing systems and develop new
weapons designed to target lightweight drones.
Tactics for countering large-scale drone swarms are
being re�ned, and the production of ammunition for
these systems is ramping up. Intelligence operations
aimed at locating and destroying the production,
storage, and launch sites of drones are also likely a
priority for the military. Such a comprehensive
approach is essential for e�ectively addressing the
threat posed by drone attacks.

By Dmitry Kornev, military expert, founder
and author of the MilitaryRussia project

@DnKornev

You can share this story on social media:

Please check our commenting policy. If you have
questions or suggestions feel free to send them to
feedback@rttv.ru.
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